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ihsnr® wjldYfha

Wj≥re j,ska .e,fjuq



COVID-19 jix.; wjodku yuqfõ f,dj mqrd rgj,a 

j, t†fkod lghq;= j,g nrm;, iSudjka mekùug    

is≥jQ wjia:dfõ° ck;dj NdKav ñ,°.ekSu" /lshd 

lghq;= iy wOHdmk lghq;= we;=Ω fndfyda foa i|yd 

jeä jeäfhka wka;r®cd,h Ndú;d ls¯ug fhduq jQy' 

fuh ieneúkau ldf,daÑ; m˙jr®;khla jqj;a fuu 

fjkialï iu. kj wNsfhda. rdYshlao u;=ù ;sfí'

ck;dj ihsnr® wjldYh ;=< jeä ld,hla .;ls¯ug 

mgka .ekSu;a iu. ihsnr® wmrdOlrejkao jvd;a il%Sh 

ù isá;s' th wka;r®cd,h Ndú;d lrk ldf.a;a 

fm!oa.,sl;ajhg fukau Wmdx. j,go nrm;< 

;r®ckhls' ryia f;dr;=re ,nd.ekSu i|yd ldr®hd,Sh 

f;dr;=re cd,hkag wkjirfhka msúiSu" T;a;= n,k    

uD≥ldx. we;=Ω ls¯u iy nexl= .sKqï j,g           

wkjirfhka msúiSu we;=Ω fndfyda wmrdO ksid f,dj 

mqrd úYd, ms˙ilg oekgu;a n,mEï t,a, ù we;'

fun∫ ;r®ck †fkka †k by< hñka ;sfnk miqìul" 

Tnf.a wdrlaIdj fukau Tn i;= ä‚g,a Wmdx. j, 

wdrlaIdjo ;yjqre lr.ekSu i|yd ,ndfok      

u.fmkaùula jYfhka fuu Wmfoia ud,dj ms<sfh, lr 

;sfí'
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02
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wka;r®cd,h Tiafia NdKav

ñ,°.ekSu

ienE f,dalfha° Tn iqms˙ fj<|ie,la 

jeks ia:dkhla fj; .sh úg" tu ia:dkh 

.ek Tng m%udKj;a wjfndaOhla ;sfí' 

tfy;a wka;r®cd,h Tiafia NdKav 

ñ,°.kakd wjia:d j,°" Tn           

fkdoekqj;au jHdc fjí wvú j,g 

msúiSug bv we;'

 

wdl%u◊lhka we;eï úg wjHdc fia 

fmfkk fjí wvú fyda Bfï,a m◊úv 

ksr®udKh lr;s' ke;skï ms<s.;a iud.ï 

fyda mqKH wdh;k wd†h f,io fmkS isá;s'

Tfí m˙.Klh ffjri fyda fjk;a 

wdl%u◊l jevigyka wd†fhka wdrlaId 

ls¯ug mshjr f.k fkdue;s kï"    

wdl%u◊lhka tu m˙.Klhg msúiS tys 

we;s f;dr;=re fidrd.ekSug bv we;' 

;u md˙fNda.slhkaf.a o;a; we;=<;a .nvd 

wdl%u◊lhkaf.ka wdrlaId lr.ekSug 

wf,úlrejka úfYaIfhka mshjr .; 

hq;=h'

úfYaIfhkau iajdNdúl Wmøj j,ska miqj iy 

ksjdvq ld, j,° fuu jxpkslhka jHdc fjí 

wvú fyda Bfï,a m◊úv ksr®udKh lr" 

mqKHdOdr ,nd°u iy úúO NdKav ñ,° 

.ekSu jeks foa i`oyd ck;dj fhduq lrùug 

W;aidy lr;s' we;eï úg Tjqyq fkdñf,a 

ä,sj˙ fiajdjka iy fjk;a °ukd wd†h 

,ndfok nj mjid md˙fNda.slhka fmd<Uj;s'

Tnf.a fm!oa.,sl f;dr;=re jxpkslhka 

w;g m;aùu je<elaùu i|yd w;sYhska 

ie,ls,su;a úh hq;=h' tu ksid"  

wka;r®cd,h Tiafia .kqfokq is≥ls¯fï° 

Tn wksjdr®hfhka u;l ;nd.; hq;= 

lreKq lsysmhla we;'

lsishï wf,úlrefjl= iqrlaIs; wka;r®cd, iïnkaO;d l%uhla Ndú;d fkdlrkafka kï

tu wf,úlrejd i;= f;dr;=re wdl%u◊lhka w;g m;aùug jeä bvla we;'

idudkHfhka wdl%u◊lhka wka;r®cd,fh° 

md˙fNda.slhka f.d≥re lr.ekSu i|yd 

Ndú;d lrk l%u lsysmhla ;sfí'

wdl%u◊lhka wka;r®cd,h ;=<° md˙fNda.slhka f.d≥re lr.kafka flfiao@

jxpksl fjí wvú iy Bfï,a m◊úv u.ska(

wkdrlaIs; iïnkaO;d wdl%uKh ls¯u(

wkdrlaIs; m˙.Kl wdl%uKh ls¯u(



THREE WHEELERS/TAXIS

fm!oa.,sl fyda uQ,Huh f;dr;=re ,nd°ug 

fmr" Tn .kqfokq lrñka isákafka ms<s.;a" 

úYajdikSh wf,úlrefjl= iu. nj 

;yjqre lr.kak' we;eï wdl%u◊lhka 

md˙fNda.slhka fkdu. heùu i|yd jHdc 

fjí wvú ksr®udKh lrk neúka fï 

iïnkaOfhka w;sYhska ie,ls,su;a úh hq;= 

fõ'

.kqfokqj fyda ì,am; iïnkaOfhka 

.egÆjla we;sjQ wjia:djl° Ndú;d ls¯u 

i|yd" wf,úlrejkaf.a ,smskhka iy      

≥rl:k wxl fidhdf.k igyka lr 

;nd.kak'

Tfí f;dr;=re iqrlaIs; f,i fla;lrKh 

(encrypt) lr we;s nj ;yjqre lr.kak' 

tfukau fjí wvúfha ,smskh oelafjk 

fldgi iy tA wdikakfha i|yka jk 

f;dr;=re ^Wod( zmeâf,dlaZ i,l=K iy 

i-Information jeks& Ndú;d lrkafka 

flfiao hkak iïnkaOfhka oekqj;a jkak'

fjí wvúfha ,smskhg jï miska fyda ol=Kq 

miska we;s zmeâf,dlaZ i,l=K la,sla 

(click) lr ‘View Certificate’ ine¢h 

(link) la,sla (click) lrkak' túg     

‘Certificate dialog box’ újD; fõ' SSL 

iy;slh iïnkaO f;dr;=re tys †iajkq 

we;'   

f;dr;=re b,a,ñka tjkq ,nk Bfï,a 

iïnkaOfhka fnfyúka ie,ls,su;a jkak' 

.kqfokq fyda .sKqï f;dr;=re ;yjqre 

lrk f,i okajñka wdl%u◊lhka úiska 

Tn fj; jHdc Bfï,a ,sms tùug bv we;' 

i;H jHdmd˙l wdh;k Bfï,a u.ska 

fujeks f;dr;=re úuiSu is≥ fkdlrhs' tu 

ksid" fujeks Bfï,a ,smshla ,enqKq úg tys 

we;s ine¢h (link) la,sla (click) fkdlr" 

jHdmdrhg wod< i;H fjí wvúfha ,smskh 

Tnu ghsma lr thg msúiS m¯laId lrkak'

wka;r®cd,fhka NdKav ñ,° .ekSfï° my< 

Kh iSudjla iys;" ;ks fl%äÜ ldâm;la 

Ndú;d ls¯u u.ska Tng wjodku wju 

lr.; yel' fl%äÜ ldâm;la Ndú;d 

ls¯u iEu úgu fvìÜ ldâm;la Ndú;d 

ls¯ug jvd iqrlaIs;h' ms<s.;a wdh;k j, 

fjí wvú úúO ldâm;a jr®. j,ska f.ùï 

Ndr.kakd w;r jHdc fjí wvú jeä≥r 

;yjqre lr.ekSu i|yd nj mjiñka Tfí 

fl%äÜ$fvìÜ ldâm;a wxl b,a,d isàug 

bv we;'

Tn Ndú;d lrk shopping apps j, 

settings m¯laId lrkak' Tnf.a o;a; 

iqrlaIs;j ;nd.kakd wdldrh iy tAjd 

Ndú;d lrkafka l=uk wruqKq j,go hkak 

meye†,sj olajk apps fudkjdo hkak 

fidhd n,kak' 

Tfí .sKqï m%ldY m¯laId lrkak' Tfí 

ñ,°.ekSï yd tAjd iïnkaOfhka ,enqKq 

;yjqre ls¯ï iïnkaO jdr®;d úêu;aj 

mj;ajd.kak' tu jdr®;d iy .sKqï m%ldY 

j, i|yka f;dr;=re ixikaokh lrkak' 

fkd.e<mSula mj;sk nj fmkS hkafka kï 

jydu th jdr®;d lrkak'

Tng .;yels wdrlaIl mshjr

fudkjdo@



jr®;udk f,dalfha ldr®hnyq,;ajh fukau kj wNsfhda. yuqfõ uqyqKmEug is≥ù we;s iSud udhsï wd†h ksid fndfyda fofkla jeä jYfhka 

wka;r®cd,h Ndú;d ls¯ug fhduqù isá;s' fuys° we;eï wh iel iys; Bfï,a fyda b,a,Sï iïnkaOfhka wvq wjOdkhla oelaùug bv we;' tjeks 

wjia:d j,° ;uka fkdoekqj;au jeo.;a f;dr;=re wkdjrKh lrñka Tjqka phishing wdl%u◊lhkaf.a f.d≥rla njg m;aùug bv ;sfí'

Phishing wdl%uK l,a;nd y∫kd.ksuq(

hjkakdf.a ,smskh ieliys; jk Bfï,a 

,sms

hjkakdf.a ,smskh ms<s.;a jHdmdrhla fia 

fmkS hdug bv we;' ihsnr®            

wmrdOlrejka fndfyda úg ms<s.;a 

iud.ïj, kï j,g iudk jk" wl=rl 

fyda foll fjkila jeks iqΩ fjkialï 

iys; Bfï,a ,smsk fhdod.ks;s'

fmd≥ wduka;%K iy w;aika

úfYaI wduka;%K j,ska f;drj zys;j;a 

md˙fNda.slhZ fyda zuy;auhdKks$ 

uy;añhksZ jeks fmd≥ wduka;%K Ndú;d 

ls¯u fukau" hjkakdf.a ku$w;aik 

i|yka jk ia:dkfha iïnkaO;d 

f;dr;=re we;=<;a fkdùu wd†h    

phishing wdl%u◊lhka y∫kd .ekSug 

Wmld¯ fõ' idudkHfhka úYajdiodhS" 

ms<s.;a iud.ï Tfí kñka Tn 

wduka;%Kh lrk w;r" ;u iïnkaO;d 

f;dr;=re fkdiÛjd ,ndfohs'

jHdc hyperlinks iy fjí wvú

Bfï,a ,smsfha i|yka jk ine¢ (links) 

u;ska Tfí lr®irh f.khk úg fmfkk 

wl=re iy ine¢fha (link) i|yka wl=re 

w;r mriamr;d we;akï" tu ine¢h 

(link) jHdc tlla ùug bv ;sfí' jHdc 

fjí wvú i;H fjí wvú j,g fmkqñka 

iudk jqjo fjí ,smskfha (URL) 

fjkialï we;'

wlaIr úkHdih iy fmkqu

wlaIr fyda jHdlrK fodaI" wúêu;a 

ie,iqu iy fjk;a ≥r®j,;d" phishing 

wdl%uKhla yÛjk bÛshla ùug bv ;sfí' 

ms<s.;a wdh;k idudkHfhka jHdlrK 

fodaI wd†h ksjer† ls¯ug iy fjí 

wvúfha fmkqu úêu;a f,i ilia ls¯ug 

lghq;= lrhs'

iel iys; weuqKqï (attachments)

fkdokakd uQ,dY%hlska tjkq ,nk Bfï,a 

,smshla u.ska ,nkakdg lsishï weuqKqula 

(attachment) nd.; (download) 

lrk f,i b,a,d isàu" idudkHfhka 

‘malware’ jr®.fha ydkslr m˙.Kl 

jevigyka fnody˙k m%lg l%uhls' 

fujeks Bfï,a j,° wmrdOlrejka lsishï 

y†is ;;a;ajhla yÛjñka ,nkakd" l,n, 

lr" úuis,su;a ùfuka f;drj weuqKqu          

(attachment) nd.; (download) 

ls¯ug yd újD; ls¯ug fhduqlrùug bv 

we;'

* * * * *

Phishing wdl%u◊lhkaf.a

f.d≥rla fkdjkak



wka;r®cd,h ksid orejkag kj f,dalhla újD; ù we;' wka;r®cd,h Ndú;d lrk ldKav w;ßka jeäfhka jr®Okh fmkajk ldKavho 

orejkah' fuys hym;a me;sudkhka fukau whym;a me;sudkhkao we;s nj wuq;=fjka lsjhq;= fkdfõ' tu ksid foudmshka f,i Tn iEu 

úgu" orejka wka;r®cd,h ;=<° uqyqK°ug is≥úh yels wjodkï ms<sn|j ie,ls,af,ka miqúh hq;=h' ;dlaIKfhka Wm˙u m%fhdack 

.kakd w;ru ;u wdrlaIdj i,id .kakd wdldrh iïnkaOfhka Tjqka oekqj;a l< hq;=h'

orejkag úfYaIfhka n,mdk wjodkï(

orejka Tnf.a m˙.Klh Ndú;d lrk 

úg" orejkag úfYaIfhka n,mdk"  

;dlaI◊l l%u u.ska md,kh l< 

fkdyels wjodkïo u;=ùug bv we;' 

fufia jkafka orejka wysxil"   

l=;=y,fhka ms˙ iy iajdëk .;s,laIK 

j,ska hqla; jk ksidh' tfukau Tjqka 

fkdoekqj;au hula ls¯u ksid o~qjï 

ú£ug ìh jk ksidh'

orejka wka;r®cd,h Tiafia bf.kqï 

lghq;= j, fhfok w;rjdrfha   

jer°ulska" l+g wruqKq iys; fjí wvú 

fj; msúiSug bv ;sfí' tu.ska Tfí 

m˙.Klhg ffjri wd†h we;=Ω ùug bv 

we;s w;r" ovqjï ú£ug is≥fj;ehs hk 

ìh ksid orejd fï nj Tng fkdmjid 

isàug bv we;'

tfukau orejka phishing            

wdl%u◊lhkaf.a f.d≥rla njg m;aùugo 

bv ;sfí' orejka idudkHfhka jHdc 

Bfï,a iy m◊úv iïnkaOfhka ielhla 

fkdis;;s'    

fï jkúg Wvq≥jñka mj;sk ;j;a 

.egÆjla jkafka wka;r®cd,fha Tiafia 

mSvdjka meñKùu fyj;a                 

‘cyberbullying’ h' orejd Bfï,a" m◊úv 

heùfï apps iy iudc udOH wd†h 

Ndú;d lrkafka kï fuu wjodku ;j;a 

oreKq fõ'

uD≥ldx. hdj;ald,Sk lr ;nkak'

orejd Ndú;d lrk m˙.Kl j, 

zffjria .dâZ we;=Ωj ihsnr® wdrlaIdj 

iïnkaO wx. hdj;ald,Skj mj;sk nj 

;yjqre lr.kak'

foudmshka orejka iu. iómj lghq;= 

l< hq;=h'

orejka m˙.Klh Ndú;d lrñka hula 

fidhk úg" m˙.Kl l%Svd j, fhfok 

úg fyda bf.kqï lghq;= j, fhfok úg" 

foudmshkao iqyoYS,S f,i tu lghq;= 

i|yd orejdg iyh ùu jeo.;a fõ' 

tu.ska orejkaf.a wka;r®cd, yeis¯u 

ks¯laIKh ls¯ug wjia:djla ,efnk 

w;ru Tjqka ;=< hym;a m˙.Kl 

pr®hdjka we;slrùugo wjia:dj ,efnkq 

we;'

m˙.Klh újD; ia:dkhl ;nkak'

orejd lrkafka l=ulao hkak myiqfjka 

ks¯laIKh ls¯ug foudmshkag yelshdj 

;sìh hq;=h' orejka idudkHfhka fkdl< 

hq;= fohla lrkafka kï" jyd ue†y;a ù 

th k;r lrùug foudmshkag túg 

wjia:dj ,efí'

foudmshkaf.a j.lSï(

ihsnr® wjldYh yd

orejka



m˙.Kl l%shdldrlï ks¯laIKh lrkak'

orejd msúfik fjí wvú we;=Ωj" Tyq$weh 

m˙.Klh Ndú;fhka is≥lrk l%shdldrlï 

ms<sn|j ie,ls,af,ka miqjkak' Tyq$weh 

Bfï,a" m◊úv fiajdjka fyda peÜ rEï jeks 

foaj,a Ndú;d lrkafka kï" orejd 

iïnkaO;d mj;ajkafka ld iu.o" orejd 

tu mqoa.,hka ieneúkau y∫kkafkao 

hkd†h .ek úuis,su;a jkak'

Tn;a iu. myiqfjka l;dnia l< yels nj 

orejdg oefkkakg bvy˙kak'  

ihsnr® wjldYh jeks ia:dkhl° we;sjk 

.egÆ iy olsk yeis¯ï wdosh iïnkaOfhka 

l=;=y,hla we;sjQ úg tA iïnkaO ´kEu 

lreKla Tn iu. l;dny l< yels njg 

úYajdihla orejd ;=< f.dvkxjkak'

orejdg fjku m˙YS,l .sKqula mj;ajd 

.ekSug bv fokak' 

fndfyda fufyhqï moaO;s m˙YS,lhkag 

fjk fjku m˙YS,l .sKqï (user 

account) mj;ajdf.k hdug wjia:dj 

i,id fohs' Tfí orejd w;ajer°ulska Tfí 

f;dr;=re Ndú;d ls¯u" fjkia ls¯u fyda 

uld oeóu is≥ls¯ug bv we;s nj Tn 

is;kafka kï" Tjqkag fjku m˙YS,l 

.sKqula ilia lr °u;a" m˙.Kl Ndú;h 

iïnkaO jrm%ido iSñ;j ,nd°u;a is≥l< 

yel'

foudmsh md,k iSudjka fh°u .ek i,ld 

n,kak'  

Tn Ndú;d lrk n%jqirh ;=< foudmsh 

md,k iSudjka (parental controls) 

fhdokak' WodyrKhla f,i Internet 

Explorer ;=< we;eï fjí wvú j,g 

msúiSug wjir °ug fyda fkd°ug Tng 

yelshdj we;s w;r" tu settings j,g 

password fhdod wdrlaId l< yel' fuu 

options fidhd.ekSu i|yd menu bar 

fldgfia Tools la,sla (click) lr"         

Internet Options f;dardf.k" ‘Content’ 

tab la,sla (click) lr" Content Advisor 

hgf;a Enable fldgi la,sla (click) 

lrkak'

Tnf.a wka;r®cd, fiajd iud.u ,ndfok 

iyh fiajdjka Ndú;d lrkak'  

we;eï wka;r®cd, fiajd iud.ï"   

wka;r®cd,h ;=< orejkaf.a wdrlaIdj 

;yjqre ls¯u i|yd úfYaIfhka ie,iqï l< 

fiajdjka ,ndfohs' fuu fiajdjka ,nd.; 

yelso hkak oek.ekSu i|yd" Tng fiajdj 

,ndfok iud.u wu;kak'  

iSudjka mkjkak· wk;=re wÛjkak'

orejkag m˙.Kl Ndú;h iïnkaOfhka ,nd° we;s ksoyfiys iSudjka fudkjdo hkak ms<sn|j Tjqka oekqj;a lrkak' orejkaf.a 

jhi" oekqu yd m˙K;Ndjh wkqj iSudjka mekúh yels w;r" Tjqkag m˙.Klh Ndú;d ls¯ug fl;rï ld,hla ,ndfokjdo" 

Tjqkag msúiSug wjir we;s fjí wvú fudkjdo" Ndú;d l< yels uD≥ldx. fudkjdo wd†h fukau m˙.Klh Ndú;fhka         

is≥ls¯ug wjir we;s foaj,a fudkjdo hkako ;SrKh l< hq;=h' wka;r®cd,h yryd meñfKk wk;=re iïnkaOfhka orejka ksis 

m˙† oekqj;a lr ;eîu u.ska Tjqkag tjeks wk;=re l,a;nd y∫kd.ekSug yelsjkq we;'

j.lSï w;aye¯fï m%ldYh( Tng;a Tnf.a mjqf,a whg;a ihsnr® ;r®ck j,ska wdrlaId ùug w;aje,la ùu i|yd fuu udr®f.damfoaY ud,dj 

ms<sfh, lr ;sfí' fuys i|yka lreKq jeä≥rg;a meye†,s lr.ekSug fyda tu lreKq m%dfhda.slj l%shdjg kexùug wjYH kï lreKdlr 

úfYaI{ iyh ,nd.kak'

weu˙ld tlai;a ckmofha iajfoaY wdrlaIl fomdr®;fïka;=j u.ska m%ldYhg m;alrk ,o f;dr;=re iy fµhdµiaÜ bkaIqjrkaia iud.fï 

f;dr;=re ;dlaIK wxYfha u.fmkaùu wkqj fuu f,aLkh ms<sfh, lrk ,°'

fµhdµiaÜ bkaIqjrkaia ,sñgâ

laI◊l weu;=ï( 0112 428 428 | fjí wvúh( www.fairfirst.lk


